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This document describes PlasticFS version 1.11
and was prepared 28 Manber 2007.

This document describing the PlasticFS program, and the PlasticFS program itself, are
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free softave; you can redistribute it and/or modify it under the terms of the
GNU General Public License as published by the Free SoftveanedBtion; either version 2 of
the License, or (at your option)\alater version.

This program is distrilted in the hope that it will be useful, but WITHOUT ANYAWRANTY,
without even the implied warranty of MERCHANABILITY or FITNESS FOR A RRTICU-
LAR PURPOSE. See the GNU General Public License for more details.

You should hae receved a @py of the GNU General Public License along with this program. If
not, see <http://www.gnu.org/licenses/>.
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NAME
PlasticFS — The Plastic File System

DESCRIPTION
The Plastic File System is an LD_PRELOAD module for manipulating what the file system |eoks lik
programs. Thigllows virtual file systems to exist in user space, without kernel hacks or modules.

chroot  Thechroot filter may be used to simulate the effects ofdhreot(2) system call. It is usually
used in combination with other filters.

dos Thedosfilter may be used to simulate an 8.3 DOS filesystem.

downcase
Thedowncasdilter may be used to maKile names appear to be in lower-case when listed. File
names are case-insengtiwhen being openeefc

log Thelog filter may be used to transparently log file system access, similarstyahe1)
program.

nocase Thaocasdilter male be sed to ma& file names appear to be case-inserssithen being
openedgetc

shortname
Theshortnamdilter may be used to simulate file systems with shorter filenames.

smartlink
The smartlinkfilter make be sed to expand environment variables in symbolic links, using the
usual$namenotation.

tittecase Thelowncasdilter may be used to maKile names appear to be capitalized when listed. File
names are case-insengtiwhen being openeefc

upcase Thepcasdilter may be used to maKile names appear to be in upper-case when listed. File
names are case-insengtiwhen being openeefc

viewpath
Theviewpathfilter may be used to union all the directory trees in & yath, so that theappear
to be a single directory tree.

Filters may be piped on into the next to form powerful combinations.
It is possible to extend PlasticFS with loadable file system filter modules from shared object files.
The implementation of PlasticFS is strongly tied to GNU Libc, so it is probably Linux specific.

ARCHIVE SITE
The latest version gblasticfsis available on the Web from:

URL:  http://plasticfs.sourcefge.net/

File: plasticfs.html # the plasticfs page

File: plasticfs-1.11.README # Description, from the tar file
File: plasticfs-1.11.Ism # Description, LSM format

File: plasticfs-1.11.spec # RedHat package specification
File: plasticfs-1.11.tagz #the complete source

File: plasticfs-1.11.pdf # Reference Manual

BUILDING PlasticFS
Full instructions for buildinglasticfsmay be found in thBUILDING file included in this distribution.

USING PlasticFS
Seeplasticfg3) for haw to make use of PlasticFS on your system.

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

Reference Manual PlasticfS 1
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This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

It should be in th&eICENSEfile included with this distribution.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
N\* WWW:  http://www.canb.auug.org.au/"millerp/
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RELEASE NOTES
This section details the various features and bug fixes of the various releasesruciating and
complete detail, and also credits for those of you wive lganerously sent me suggestions and bug reports,
see theetc/CHANGES .files.

Release 1.11 (7-Jul-2007)
» The probems with tabs in the Makefileehween fixed.

Release 1.10 (6-Jul-2007)
* The following SourceForge bugsvsaleen fixed: 1120110, 1747933, 1747971, and 1748056.

* A problem with the errno symbol has been fixed.

* Build problems on machines without <bits/libc-lock.hxd&&een fixed to use pthreads locks instead.
* Build problems on 64-bit machinesvealeen fixed.

* The project has been updated to use version 3 of the GNU GPL.

* There is better use of multithreaded I/O in the open hook.

Release 1.9 (6-Jul-2004)
* A bug has been ficed in the viewpath filsedaddir function. It nav correctly deals withwhiteout
and remwed entries.

» The code has been updated to compile under GCC 3.4.
* A bug has been fixed in the 64-bit file locking. Notfetitl(2) commands were handled.

Release 1.8 (16-Jan-2004)
* Notes hae been added aboutercoming the glibc 2.x hidden symbols problem. See the BUILDING file
or the Reference Manual for more information.

Release 1.7 (3-Mar-2003)
*» Sevaal GCC 3.2 build problems i@ keen fixed.

Release 1.6 (28-Feb-2003)
* A bug has been fixed in the viewpath filter which allowed resti@gwvhiteout-ed) files to be openedea
when Is couldrt’'see them.

» A bug has been fixed in the reference counted string code, which resulted in dereferencing uninitialized
pointers, resulting in segfaults.

Release 1.5 (3-Feb-2003)
» The bug on Debian 2.2 (and possibly other distributions) which resulted in a segfault has been fixed.

* Intercept hee been added for thieuncatg?2) andftruncatg?) system calls.

» There is a newhortname file system filter which may be used to simulate file systems with short file
names. Bydefault it imitates V7 unix, with 14 character filenames.

* There is anewdosfile system filterwhich maye be used to mak Lhix file system looks lik an 83 DOS
file system.

Release 1.4 (24-Jan-2003)

Reference Manual PlasticfS 3
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* An attempt has been made to fix a problem which sometimes caused plasticfs::getcwaluit. ségf
appears that it may @ keen cause byver-zealoue optimization by the compiltep he addition of some
strategic "volatile" kywords is an attempt to fix it.

* Sevaal build problems hae keen fixed.

* A problem has been fixed which caused recent versions of GNU find to work incorrectly.

» The problem which caused the chroot filter to constatntly print an error message has been fixed.
* A statf§2) intercept has been added, sodffé) command is happier.

» Thenocaseupcasedowncaseandtitlecasefile system filters hae been added. These filters cause
filename to appear to be case-insewssitin addition, each of the filters excepbcasecorverts the
characters of filenames according to their names (upper-case, lower-case and capitalizedelygspecti

Release 1.3 (16-Jan-2003)
* A bug has been fixed with the handling of ".." in pathnames.

» Thechroot file system filter has been added. This may be used to change the aparrent root of the file
system.

» A bug has been fixed which caused the PLASTICFS environment to be parsed exactly backwards.

*» The viewpath copy-on-write functionality waonly copies regular files. Devices are not copied when
opened for writing. Also, file copies are unlinked if there waspaablem with the copying, rather than
leave incomplete copies to confuse future operations.

Release 1.2 (13-Jan-2003)
*» Code has been added so that of the effeater ID isroot (0) then PlasticFS does absolutely nothing; the
program sees the real file system, not the plastic one. This issemipiRbasticFS being used to sett
security.

*» The viewpath copy-on-write functionality waoreserves the fils’'modification time ans last access time.
* An intercept has been added for #oees§) system call.
* A bug in the viewpath filter has been fixed which caused itye pa@blems removing directories.

* A bug in the viewpath filter has been fixed which caused it to incorrectly following symboliolitdide
the mount point.

* An intercept has been added for éxecvg?2) system call, and theecl(3), execlp(3), execlg3), exec3)
andexecvi(3) functions.

» Thesmartlinkfilter has been added, which expands shell variables in symbolic links.
* Intercepts hae been added for thatimg2), lutime(2) andfutimg2) system calls.

Release 1.1 (8-Jan-2003)
First public release.

Reference Manual PlasticfS 4
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NAME
PlasticFS — The Plastic File System

SPACE REQUIREMENTS
You will need about 3MB to unpack and build tRiasticFSpackage. ¥ur milage may vary.

BEFORE YOU START
There are a fg pieces of software you may want to fetch and install before you proceed with your
installation of PlasticFS.

GNU Groff
The documentation for thelasticFSpackage was prepared using the GNU Quatkage
(version 1.14 or later). This distribution includes full documentation, which may be processed
into PostScript or DVI files at install time — if GNU Grdfas been installed.

GCC You may also want to consider fetching and installing the GNU C Compiler if yeunbdone
so already This is not essential. PlasticFS wasd@eped using the GNU C++ compilend the
GNU C++ libraries.
Note: There appear to be problems with GCC 3.0 and.ldtgou are expreiencing problems, try
turning of all optimization. If you hae te option, use one of the older (2.96) versions.

GNU Libtool
The shared library is created using GNU Libtool. It is assumed to be installed inAhid. $P

The GNU FTP arclies may be found aftp.gnu.org , and are mirrored around the world.

SITE CONFIGURATION
ThePlasticFSpackage is configured using tbenfigureprogram included in this distribution.

The configureshell script attempts to guess correct values for various system-dependent variables used
during compilation, and creates thtakefileandinclude/config.Hiles. Italso creates a shell script
config.statughat you can run in the future to recreate the current configuration.

Normally, you justcd to the directory containinBlasticFSs source code and then type
% ./configure
...lots of output...
%
If you're usingcshon an old version of System ¥bu might need to type
% sh configure
...lots of output...
%
instead to preent cshfrom trying to execute configureitself.

Runningconfiguretakes a minute or tw Whileit is running, it prints some messages that tell what it is
doing. Ifyou dont want to see the messages, configureusing the quiet option; for example,

% ./configure --quiet

%

To compile thePlasticFSpackage in a different directory from the one containing the source code, you
must use a version ofiakethat supports th&PATH variable, such asxGNU make cd to the directory

where you want the object files andeutables to go and run tieenfigurescript. configureautomatically
checks for the source code in the directory tloafigureis in and in.. (the parent directory). If for some
reasorconfigureis not in the source code directory that you are configuring, then it will report that it can’t
find the source code. In that case, configurewith the option--srcdir= DIR, whereDIR is the

directory that contains the source code.

By default,configurewill arrange for themale install command to install thBlasticFSpackages files in
/usr/local/bin and/usr/local/man There are options which alloyou to control the placement of these
files.

Reference Manual plasticfs 5



Build(plasticfs) Build(plasticfs)

--prefix= PATH
This specifies the path prefix to be used in the installation. Defaditsrttocalunless otherwise
specified.

--exec-prefix= PATH
You can specify separate installation prefixes for architecture-specific files files. Defaults to
${prefix} unless otherwise specified.

--bindir=" PATH
This directory containsxecutable programs. On a network, this directory may be shared
between machines with identical hardware and operating systems; it may be mounted read-only.
Defaults to${exec_prefix}/binunless otherwise specified.

--mandir= PATH
This directory contains the on-line manual entries. On a network, this directory may be shared
between all machines; it may be mounted read-obgfaults to${prefix}/manunless otherwise
specified.

configureignores most other arguments that yotedi; use the-help  option for a complete list.

On systems that require unusual options for compilation or linking th&iéisicFSpackage’sonfigure
script does not ki about, you can gie configureinitial values for variables by setting them in the
ervironment. InBourne-compatible shells, you can do that on the command lm#ik

$ CXX="g++ -traditional’ LIBS=-Iposix ./configure

...lots of output...

$
Here are thenakevariables that you might want toverride with environment variables when running
configure

Variable: CXX
C++ compiler program. The defaultds+.

Variable: CPPFLAGS
Preprocessor flags, commonly defines and include search paths. Defaults toleisptynmon
to useCPPFLAGS=-1/usr/local/include to access other installed packages.

Variable: INSTALL
Program to use to install files. The defaulnistall if you have it, cp otherwise.

Variable: LIBS
Libraries to link with, in the forml foo-l bar. Theconfigurescript will append to this, rather
than replace it. It is common to usiBBS=-L/usr/local/lib to access other installed
packages.

If you need to do unusual things to compile the package, the author encourages you to figure out how
configurecould check whether to do them, and mail diffs or instructions to the author so yhesriHze
included in the next release.

BUILDING PlasticFS
All you should need to do is use the
% make
...lots of output...
%
command and wait.

Reference Manual plasticfs 6
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If you have GNU Groff installed, the build will also createstc/reference.pBle. Thiscontains the
README file, this BUILDING file, and all of the man pages.

You can remee the program binaries and object files from the source directory by using the
% make clean
...lots of output...
%
command. @ remove dl of the abwe files, and also renve the Makefileandinclude/config.rand
config.statudiles, use the
% make distclean
...lots of output...
%
command.

The fileetc/configuein is used to createonfigureby a GNU program calledutoconf You only need to
know this if you want to regenerat®nfigureusing a newer version afitoconf.

TESTING PlasticFS
The PlasticFSpackage comes with a test suite.

The teswill fail if you run them asoot . They are supposed to, because PlasticFS does nothing for root,
it's a £curity thing (seplasticf§3) for more information). Run the tests as a normal user.

To run the test suite, use the command
% make sure
...lots of output...
Passed All Tests
%

The tests ta&a ew ®conds each, with avievery fast, and a couple very globut it varies greatly
depending on your CPU.

If all went well, the message
Passed All Tests
should appear at the end of the make.

INSTALLING PlasticFS
As explained in th&ITE CONFIGURATIONection, abee, the PlasticFSpackage is installed under the
lusr/localtree by dediult. Usethe--prefix= PATH option toconfigureif you want some other path.
More specific installation locations are assignable, usehk#p option toconfigurefor details.

All that is required to install thBlasticFSpackage is to use the

% make install

...lots of output...

%
command. Contrabf the directories used may be found in the firatliaes of theMakefilefile and the
other files written by theonfigurescript; it is best to reconfigure using tenfigurescript, rather than
attempting to do this by hand.

GLIBC
The GNU C Libraryglibc, has some features in version 2.2 and later whiclerAakticFS cease to work
correctly These features ensure thatlibe.so  DSO loads as fast as possible, to the benefit of all
applications. Thiss accomplished by using a hiddenTPLThis is the default configuration of the GNU C
Library. For PlasticFS to work correctlyou need a version éibc.so  without the hidden PL

To huild a version ofibc.so  without the hidden PL, you need to hae the sources for thexact version
of the GNU C Library on your system.

Most people use one of the Linux distributions, such a RedHat Linux. (If you built your own Linux, you
probably stopped reading alregdyetyour install disks and install the sources forghibc package, the
one withexactly the same version as is currently installed on your system.
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2.3 Series
There is an undocumented glildconfigure --disable-hidden-plt option which causes glibc
notto use a hidden HL

It is necessary to rebuild glibc usiegactly the options used by the distribution makkr the case of
options used by RPM, and all the distributions which use it, it is only necessary to repeldhide. The
only change is to add thieonfigure --disable-hidden-plt option.

At the end of the build there is a file calldzt.so  in the top-l&el of the build directory Install this
next to the redibc.so  aslibc.nohidden.so to be used at the end of all LD_PRELOAD settings.
Make aure it has the same owners and modes as thébreab  file.

When you upgrade you system, you wiléd remember do do this allver again.

2.2 Series
This is the same as the 2.3 case, except that there isvemieon glibc./configure --disable-
hidden-plt option.

It is necessary to patch include/libc-symbols.h as follows
--- libc-symbols.h.orig 2003-07-07 21:31:22.000000000 +1000
+++ libc-symbols.h 2003-07-07 21:31:43.000000000 +1000
@@ -470,8 +470,7 @@
versioned_symbol (libc, __ real_foo, foo, GLIBC_2_1);
libc_hidden_ver (__real foo, foo) */

-#if defined SHARED && defined DO_VERSIONING \
- & & !defined HAVE_BROKEN_ALIAS_ATTRIBUTE
+#if O
# 1 fndef _ ASSEMBLER__
# i fdef HAVE_BROKEN_VISIBILITY_ATTRIBUTE
# define __hidden_proto_hiddenattr
This is the net result of the NO_HIDDEN define present in glibc 2.3, andtedtiby the/configure
--disable-hidden-plt option. ltisn't available in 2.2, so we he o fake it.

It is then necessary to rebuild glibc usagctly the options used by the distribution makkr the case of
options used by RPM, and all the distributions which use it, it is only necessary to read thpeglitite.

At the end of the build there is a file calldzt.so  in the top-l&el of the build directory Install this
next to the redibc.so  aslibc.nohidden.so to be used at the end of all LD_PRELOAD settings.

Using libc.nohidden.so
The LD_PRELOAD environment variable is actually a space-separated list of file namdss¢$&gfor
more information), searched in the orderegi To use PlasticFS you need to see the LD_PRELOAD
environment variable as follows:
LD_PRELOAD="libplasticfs.so libc.nohidden.so"
Note that of you are going to presemny exsting preloaded modules, you need to ensure that
libc.nohidden.so remains at thed and you n&v module is at the beginning, something like
LD_PRELOAD="libplasticfs.so $LD_PRELOAD libc.nohidden.so"
should do what you need.

Debian
To rebuild glibc for a Debian based system, falline usual instructions about building packages.
apt-get install fakeroot dpkg-dev
apt-get build-deps glibc
apt-get source glibc

cd glibc-2.3.6
At this point you should seegdibc-2.3.6 directory (or whateer the appropriate version number is).
You need to edit thelebin/rules.d/build.mk file

--- rules.d/build.mk 2006-07-22 11:42:22.000000000 +1000
+++ rules.d/build.mk 2006-07-22 11:07:49.000000000 +1000

Reference Manual plasticfs 8
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@@ -62,6 +62,7 @@

--build=$$configure_build --prefix=/usr --without-cvs

touch $@
and then build as normal...
dpkg-buildpackage -rfakeroot -b
Once it is built, extract thidoc.so  file, and install it asibc.nohidden.so
cp build-tree/i386-i686/libc.so /lib/libc.nohidden.so
you should be all set.

Replacing libc.so
This isdangerous This will make your systenslower. Still want to? Male sure you hae a escue disk
handly in case your system no longer works after the reboot and yewlpat the original libc.so back.
You did keep a cop didn’t you?
GETTING HELP
If you need assistance with tRéasticFSpackage, please do not hesitate to contact the author at
Peter Miller <millerp@canb.auug.org.au>
Any and all feedback is welcome.

When reporting problems, please include the version numbar lgy the
% PlasticFS -version
Pl asti cFS version 1.11.D002
...warranty disclaimer...
%
command. Pleas#o not send this example; run the program for the exact version number.

COPYRIGHT
PlasticFSversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

The PlasticFSpackage is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY,;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. Sethe GNU General Public License for more details.

It should be in th&eICENSEfile included with this distribution.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
N\* WWW:  http://www.canb.auug.org.au/ millerp/
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GNU

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/> Everyone is permitted tandop
distribute verbatim copies of this license document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed svagk/our freedom to share

and change theavks. Bycontrast, the GNU General Public License is intended to guarantee your freedom
to share and change all versions of a program -- te ek it remains free software for all its use¥se,

the Free Software Foundation, use the GNU General Public License for most of our software; it applies also
to ary other work released this way by its authoveu can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to makaure that you hae the freedom to distribute copies of free software (and charge for them

if you wish), that you receé ource code or can get it if you want it, that you can change the software or
use pieces of it in mefree programs, and that you kmgou can do these things.

To protect your rights, we need to peat others from denying you these rights or asking you to surrender
the rights. Therefore, you @ eertain responsibilities if you distribute copies of the software, or if you
modify it: responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the
recipients the same freedoms that you kexei You must mak aure that thg, too, recere a can get the
source code. And you must sihithem these terms so thknow their rights.

Developers that use the GNU GPL protect your rights with #gps: (1) assert copyright on the software,
and (2) offer you this License giving yowgiepermission to cop distribute and/or modify it.

For the deelopers’ and authors’ protection, the GPL clearly explains that there is no warranty for this free
software. For both users’ and authors’ sake, the GPL requires that modified versions be marked as
changed, so that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed toydasers access to install or run modified versions of the software inside

them, although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting
users’ freedom to change the saite. Thesystematic pattern of such abuse occurs in the area of products

for individuals to use, which is precisely where it is most unacceptable. Thereforejerge$igned this

version of the GPL to prohibit the practice for those products. If such problems arise substantially in other
domains, we stand ready to extend this provision to those domains in future versions of the GPL, as needed
to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States shouldwqiasdiots to

restrict deelopment and use of software on general-purpose computers, but in those that do, we wish to
avad the special danger that patents applied to a free program coutdtrah&ctively proprietary To

prevent this, the GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modificatiowfollo
TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-kklaws that apply to other kinds of works, such as semiconductor
masks.

“The Program” refers to grcopyrightable work licensed under this License. Each licensee is addressed as
“you”. “Licensees”and “recipients” may be individuals organizations.

To “modify” a work means to cgpfrom or adapt all or part of the work in a fashion requiring copyright
permission, other than the making of an exacycdjne resulting work is called a “modified version” of
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the earlier work or a work “based on” the earlier work.
A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, woulkelyoaldirectly or
secondarily liable for infringement under applicable copyright &écept executing it on a computer or
modifying a prvate cofy. Propagation includes copying, distribution (with or without modification),

making &ailable to the public, and in some countries other activities as well.

To “corvey’ a work means ankind of propagation that enables other parties toenoakeceve wmpies.
Mere interaction with a user through a computer network, with no transfer ofasom corveying.

An interactive user interface displays “Appropriate g2 Notices” to the extent that it includes a cement

and prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that
there is no warranty for the work (except to the extent that warranties are provided), that licensees may
corvey the work under this License, andvhto view a mpy of this License. If the interface presents a list

of user commands or options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to it. “Object
code” means gnnon-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized
standards bodyr, in the case of interfaces specified for a particular programming language, one that is
widely used among delopers working in that language.

The “System Libraries” of anxecutable work include anything, other than the work as a whole, that (a) is
included in the normal form of packaging a Major Component, but which is not part of that Major
Component, and (b) serves only to enable use of the work with that Major Component, or to implement a
Standard Interface for which an implementationvislable to the public in source code forA.“ Major
Component”, in this context, means a major essential component (kernelwsyslem, and so on) of the
specific operating system (if any) on which tlecaitable work runs, or a compiler used to produce the
work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate,
install, and (for anxecutable work) run the object code and to modify the work, including scripts to

control those actities. Hawvever, it does not include the work'System Libraries, or general-purpose tools

or generally gailable free programs which are used unmodified in performing those activities but which are
not part of the wrk. For example, Corresponding Source includes interface definition files associated with
source files for the work, and the source code for shared libraries and dynamically linked subprograms that
the work is specifically designed to require, such as by intimate data communication or control flow
between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other
parts of the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are
irrevocable provided the stated conditions are met. This License explicitly affirms your unlimited
permission to run the unmodified Program. The output from runningesecbwork is cwered by this
License only if the output, gén its content, constitutes avawed work. ThisLicense acknowledges your
rights of fair use or other eaqualent, as provided by copyrightia

You may make, run and propagateve@d works that you do not cegy, without conditions so long as

your license otherwise remains in forcéou may corvey avered works to others for the sole purpose of
having them ma& modifications exclusiely for you, or provide you with facilities for running those works,
provided that you comply with the terms of this License irvegng all material for which you do not
control copyright. Thosehus making or running the wered works for you must do so excldy on your
behalf, under your direction and control, on terms that prohibit them from makjrapies of your
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copyrighted material outside their relationship with you.

Corveying under ay other circumstances is permitted solely under the conditions stated belo
Sublicensing is not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Igd Rights From Anti-Circumvention ha

No covered work shall be deemed part of an effectechnological measure underyaapplicable law
fulfilling obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or
similar laws prohibiting or restricting circumvention of such measures.

When you cowvey a overed work, you waie any egd power to forbid circumvention of technological
measures to the extent such circumvention is effecteddogiging rights under this License with respect to
the cavered work, and you disclaim gintention to limit operation or modification of the work as a means
of enforcing, against the workisers, your or third parties’de rights to forbid circumvention of
technological measures.

4. Corveying Verbatim Copies.

You may corvey vabatim copies of the Prograsi®urce code as you reeeitt, in ary medium, provided
that you conspicuously and appropriately publish on eachawgppropriate copyright notice; keep intact
all notices stating that this License ang aon-permissie terms added in accord with section 7 apply to
the code; keep intact all notices of the absenceyofvarranty; and gie dl recipients a coyp of this

License along with the Program.

You may charge anprice or no price for each cgphat you comey, and you may offer support or warranty
protection for a fee.

5. Corveying Modified Source Versions.

You may corvey a wrk based on the Program, or the modifications to produce it from the Program, in the
form of source code under the terms of section 4, provided that you also meet all of these conditions:

a)
b)

d)

Thework must carry prominent notices stating that you modified it, and giving\amekate.

Thework must carry prominent notices stating that it is released under this Licenseyaodditions
added under section 7. This requirement modifies the requirement in section 4 to “keep intact all
notices”.

You must license the entire work, as a whole, under this License to anyone who comes into possession
of a copy. This License will therefore applglong with ary applicable section 7 additional terms, to

the whole of the work, and all its partsgaalless of hw they are packaged. This Licensevgs no

permission to license the work inyaother way but it does not imalidate such permission if you &
separately receed it.

If the work has interacte wser interfaces, each must display Appropriatgal B otices; howeer, if
the Program has interaai interfaces that do not display AppropriatgdeNotices, your work need
not male them do so.

A compilation of a ceered work with other separate and independent works, which are not by their nature
extensions of the a@red work, and which are not combined with it such as to form a larger program, in or
on a volume of a storage or distribution medium, is called an “gdgi'df the compilation and its

resulting copyright are not used to limit the accessga teghts of the compilatios’ users beyond what

the individual works permit. Inclusion of aveed work in an agggete does not cause this License to

GNU
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apply to the other parts of the agggke.
6. Corveying Non-Source Forms.

You may corvey a overed work in object code form under the terms of sections 4 and 5, provided that you
also comey the machine-readable Corresponding Source under the terms of this License, in one of these

ways:
a) Corvey the object code in, or embodied in, a physical product (including a physical distribution

medium), accompanied by the Corresponding Source fixed on a durable physical medium customarily
used for software interchange.

b) Corvey the object code in, or embodied in, a physical product (including a physical distribution
medium), accompanied by a written offealid for at least three years and valid for as long as you
offer spare parts or customer support for that product modelg@gione who possesses the object
code either (1) a cgpof the Corresponding Source for all the software in the product thatesedo
by this License, on a durable physical medium customarily used for software interchange, for a price
no more than your reasonable cost of physically performing thigog of source, or (2) access to
copy the Corresponding Source from a network server at no charge.

c) Corvey individual copies of the object code with a gap the written offer to provide the
Corresponding Source. This alternatis dlowed only occasionally and noncommercigdgd only
if you receved the object code with such an offer accord with subsection 6b.

d) Corvey the object code by offering access from a designated place (gratis or for a charge), and offer
equialent access to the Corresponding Source in the same way through the same place at no further
chage. You need not require recipients to gape Corresponding Source along with the object code.

If the place to copthe object code is a network sentbe Corresponding Source may be on a

different server (operated by you or a third party) that supportsasnti copying facilities, provided

you maintain clear directions next to the object code saying where to find the Corresponding Source.
Regardless of what server hosts the Corresponding Source, you remain obligated to ensure that it is
awailable for as long as needed to satisfy these requirements.

e) Corvey the object code using peer-to-peer transmission, provided you inform other peers where the
object code and Corresponding Source of the work are being offered to the general public at no charge
under subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a
System Libraryneed not be included in cesying the object code work.

A “User Product” is either (1) a “consumer product”, which meaynsaagible personal property which is
normally used for personal, familyr household purposes, or (2) anything designed or sold for

incorporation into a dwelling. In determining whether a product is a consumer product, doubtful cases
shall be resolved iraf/ar of coverage. fer a particular product reced by a marticular user‘normally

used” refers to a typical or common use of that class of prodgetdiess of the status of the particular

user or of the way in which the particular user actually uses, or expects or is expected to use, the product.
A product is a consumer producgeedless of whether the product has substantial commercial, industrial or
non-consumer uses, unless such uses represent the only significant mode of use of the product.

“Installation Information” for a User Product meany amethods, procedures, authorizatiayk or other
information required to install anckecute modified versions of awaed work in that User Product from a
modified version of its Corresponding Source. The information must suffice to ensure that the continued
functioning of the modified object code is in no casegried or interfered with solely because

modification has been made.

If you corvey an abject code work under this section in, or with, or specifically for use in, a User Product,
and the coweying occurs as part of a transaction in which the right of possession and use of the User
Product is transferred to the recipient in perpetuity or for a fixed tegardtess of hw the transaction is
characterized), the Corresponding Sourceveged under this section must be accompanied by the
Installation Information. But this requirement does not apply if neither you pdhad party retains the
ability to install modified object code on the User Product (for example, the work has been installed in
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ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide
support service, warrantgr updates for a work that has been modified or installed by the recipient, or for
the User Product in which it has been modified or installed. Access to a network may be denied when the
modification itself materially and adversely affects the operation of the network or violates the rules and
protocols for communication across the network.

Corresponding Source omeyed, and Installation Information provided, in accord with this section must be
in a format that is publicly documented (and with an implementatiaifable to the public in source code
form), and must require no special passwordeyrfar unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from
one or more of its conditions. Additional permissions that are applicable to the entire Program shall be
treated as though thevere included in this License, to the extent thay e valid under applicableva

If additional permissions apply only to part of the Program, that part may be used separately under those
permissions, but the entire Program remainsged by this License withoutgerd to the additional
permissions.

When you cowvey a opy of a mvered work, you may at your option remeany aditional permissions

from that cop, or from ary part of it. (Additional permissions may be written to require their own vamo
in certain cases when you modify thenk) You may place additional permissions on material, added by
you to a cegered work, for which you hae a can gve gpropriate copyright permission.

Notwithstanding ay other provision of this License, for material you add to\ee work, you may (if
authorized by the copyright holders of that material) supplement the terms of this License with terms:

a) Disclaimingwarranty or limiting liability differently from the terms of sections 15 and 16 of this
License; or

b) Requiringpreservation of specified reasonablgd@otices or author attributions in that material or in
the Appropriate Lgd Notices displayed by works containing it; or

c) Prohibitingmisrepresentation of the origin of that material, or requiring that modified versions of such
material be marked in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Decliningto grant rights under trademarbkdor use of some trade names, trademarks, or service
marks; or

f)  Requiringindemnification of licensors and authors of that material by anyone whkieysahe
material (or modified versions of it) with contractual assumptions of liability to the recipient, for any
liability that these contractual assumptions directly impose on those licensors and authors.

All other non-permissie alditional terms are considered “further restrictions” within the meaning of
section 10. If the Program as you rerediit, or ary part of it, contains a notice stating that it iszgmed

by this License along with a term that is a further restriction, you mayeetmat term. If a license
document contains a further restriction but permits relicensing eeyag under this License, you may
add to a ceered work material geerned by the terms of that license document, provided that the further
restriction does not sume such relicensing or caeying.

If you add terms to a wered work in accord with this section, you must place, in theamieource files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable
terms.

Additional terms, permisge a non-permissie, may be stated in the form of a separately written license,
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or stated as exceptions; the edeequirements apply either way.
8. Termination.

You may not propagate or modify avaed work except as expressly provided under this License. Any
attempt otherwise to propagate or modify it is void, and will automatically terminate your rights under this
License (including anpatent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionallynless and until the copyright holder explicitly and finally terminates your
license, and (b) permanentif/the copyright holder fails to notify you of the violation by some reasonable
means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder
notifies you of the violation by some reasonable means, this is the first timeworedeired notice of

violation of this License (for gnwork) from that copyright holdeand you cure the violation prior to 30

days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties/e/reréized
copies or rights from you under this License. If your righteeHaen terminated and not permanently
reinstated, you do not qualify to reeeirew licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to veagirun a cop of the Program. Ancillary
propagation of a a@red work occurring solely as a consequence of using peer-to-peer transmission to
receve a opy likewise does not require acceptance. Hamenothing other than this License grants you
permission to propagate or modifyyacovered work. Theseactions infringe copyright if you do not accept
this License. Therefore, by modifying or propagating e work, you indicate your acceptance of this
License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you corey a overed work, the recipient automatically recss a icense from the original
licensors, to run, modify and propagate that work, subject to this Lic&oseare not responsible for
enforcing compliance by third parties with this License.

An “entity transaction” is a transaction transferring control of gagzation, or substantially all assets of
one, or subdividing an ganization, or merging genizations. Ifpropagation of a a@red work results

from an entity transaction, each party to that transaction who/es@opy of the work also recees

whatever licenses to the work the pagyredecessor in interest had or couldeginder the previous
paragraph, plus a right to possession of the Corresponding Source of the work from the predecessor in
interest, if the predecessor has it or can get it with reasonable efforts.

You may not impose gnfurther restrictions on theercise of the rights granted or affirmed under this
License. Br example, you may not impose a license fee, rqyaltgther charge forxercise of rights

granted under this License, and you may not initiate litigation (including a cross-claim or counterclaim in a
lawsuit) alleging that anpatent claim is infringed by making, using, selling, offering for sale, or importing
the Program or gnportion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on
which the Program is based. The work thus licensed is called the contaljatmtributor version”.

A contributor’s “essential patent claims” are all patent claims owned or controlled by the contributor,
whether already acquired or hereafter acquired, that would be infringed by some, pemmigied by this
License, of making, using, or selling its contributor version, but do not include claims that would be
infringed only as a consequence of further modification of the contribettsion. Br purposes of this
definition, “control” includes the right to grant patent sublicenses in a manner consistent with the
requirements of this License.

Each contributor grants you a non-exchasivorldwide, royalty-free patent license under the contributor’s
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essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate
the contents of its contributor version.

In the following three paragraphs, a “patent license” ysespress agreement or commitment, hegre
denominated, not to enforce a patent (such as an express permission to practice a pataandmncd to
sue for patent infringement)lo “grant” such a patent license to a party means temaath an agreement
or commitment not to enforce a patent against the party.

If you corvey a overed work, knowingly relying on a patent license, and the Corresponding Source of the
work is not aailable for anyone to cop free of charge and under the terms of this License, through a

publicly available network server or other readily accessible means, then you must either (1) cause the
Corresponding Source to be s@itable, or (2) arrange to depé yourself of the benefit of the patent

license for this particular work, or (3) arrange, in a manner consistent with the requirements of this License,
to extend the patent license to downstream recipients. “Knowingly relying” meanswoehal

knowledge that, but for the patent license, youveging the coered work in a countryor your recipient’s

use of the ceered work in a countrywould infringe one or more identifiable patents in that country that

you hae reason to beliee ae valid.

If, pursuant to or in connection with a single transaction or arrangement, yay,corpropagate by
procuring comeyance of, a ceered work, and grant a patent license to some of the parties receiving the
covered work authorizing them to use, propagate, modify oveya pecific coy of the cavered work,

then the patent license you grant is automatically extended to all recipients ofeitesl aeork and works
based on it.

A patent license is “discriminatory” if it does not include within the scope of itrage, prohibits the
execise of, or is conditioned on the noxercise of one or more of the rights that are specifically granted
under this LicenseYou may not corey a overed work if you are a party to an arrangement with a third
party that is in the business of distributing software, under which yoa pagtknent to the third party

based on the extent of your activity of geying the work, and under which the third party grants, yocin
the parties who would reee the cavered work from you, a discriminatory patent license (a) in connection
with copies of the ogered work comeyed by you (or copies made from those copies), or (b) primarily for
and in connection with specific products or compilations that contain wies=dovork, unless you entered
into that arrangement, or that patent license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limitiggraplied license or other defenses to
infringement that may otherwise beagable to you under applicable patenwla

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court grageement or otherwise) that contradict the
conditions of this License, thi@lo not excuse you from the conditions of this License. If you cannot

convey a overed work so as to satisfy simultaneously your obligations under this Licenseyanttiem

pertinent obligations, then as a consequence you may nagyciat dl. For example, if you agree to

terms that obligate you to collect a royalty for furthenaymng from those to whom you ceey te

Program, the only way you could satisfy both those terms and this License would be to refrain entirely from
conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding ay other provision of this License, youvepermission to link or combine gcovered
work with a work licensed under version 3 of the GNU Affero General Public License into a single
combined work, and to cuay the resulting wrk. Theterms of this License will continue to apply to the
part which is the ogered work, but the special requirements of the GNU Affero General Public License,
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section 13, concerning interaction through a network will apply to the combination as such.
14. Revised Versions of this License.

The Free Software Foundation may publish revised andvorasions of the GNU General Public
License from time to time. Suchweversions will be similar in spirit to the present version, but may differ
in detail to address meproblems or concerns.

Each version is gén a dstinguishing version numbetf the Program specifies that a certain numbered
version of the GNU General Public License “oyaater version” applies to it, you ¥&athe option of
following the terms and conditions either of that numbered version oy d&tan version published by the
Free Software dundation. Ifthe Program does not specify a version number of the GNU General Public
License, you may chooseaversion &er published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License
can be used, that prosyfublic statement of acceptance of a version permanently authorizes you to choose
that version for the Program.

Later license versions mayvgiyou additional or different permissions. Howee no additional obligations
are imposed on greuthor or copyright holder as a result of your choosing toviolidater version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM,a THE EXTENT PERMITTED BY

APPLICABLE LAW. EXCEPT WHEN OTHERWISE SATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES R®VIDE THE PROGRAM “AS IS” WITHOUT WARRANTY
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NDLIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS O THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH
YOU. SHOULDTHE PROGRAM PRVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSAR SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LYW OR AGREED 1O IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE D YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NO LIMITED TO LOSS OF
DATA OR DATA BEING RENDERED IMCCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM O OPERATE WITH ANY OTHER PROGRAMS),
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided ab@annot be gien local legd effect
according to their terms, reviewing courts shall apply localtkeat most closely approximates an absolute
waiver of al civil liability in connection with the Program, unless a warranty or assumption of liability
accompanies a cgmf the Program in return for a fee.

END OF TERMS AND CONDITIONS
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How to Apply These Terms to Your MePrograms

If you develop a nev program, and you want it to be of the greatest possible use to the public, the best way
to achiee tis is to mak it free software whichveryone can redistribute and change under these terms.

To do 9, attach the following notices to the program. It is safest to attach them to the start of each source
file to most effectiely state the exclusion of warranty; and each file should Hdeast the “copyright”
line and a pointer to where the full notice is found.

one line to give the pgram’s name and a brief idea of what it does.
Copyright (C)year name of author

This program is free software: you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation, either version 3 of the License,
or (at your option) anlater version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. Sethe GNU General Public License for more details.

You should hae receved a mpy of the GNU General Public License along with this program. If not,
see <http://www.gnu.org/licenses/>.

Also add information on e to contact you by electronic and paper mail.

If the program does terminal interaction, radkoutput a short notice likthis when it starts in an
interactve nmode:

<program> Copright (C) <year> <name of author>
This program comes with ABSOLUTEINO WARRANTY; for details type “sh@ w”. Thisis free
software, and you are welcome to redistribute it under certain conditions; typec’shar details.

The hypothetical commands “skiav” and “shav ¢” should shav the appropriate parts of the General
Public License. Of course, your programdmmands might be different; for a GUI interface, you would
use an “about box”.

You should also get your employer (if you work as a programmer) or school;, ifoesign a “copyright
disclaimer” for the program, if necessaior more information on this, andwwdo gpply and follav the
GNU GPL, see <http://www.gnu.org/licenses/>.

The GNU General Public License does not permit incorporating your program into proprietary programs.
If your program is a subroutine libraggou may consider it more useful to permit linking proprietary
applications with the librarylf this is what you want to do, use the GNU Lesser General Public License
instead of this License. But first, please read <http://www.gnu.org/philosophy/why-not-lgpl.html>.
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NAME
plasticfs — The Plastics File System
SYNOPSIS
LD_PRELOAD=libplasticfs.soPLASTICFS="..."
DESCRIPTION

The Plastic File System is an LD_PRELOAD module for manipulating what the file system |leoks lik
programs. Thigllows virtual file systems to exist in user space, without kernel hacks or modules.

LD_PRELOAD
In order to hae te Plastics File System operate, you must sdtEhd®RELOARNnvironment variable to
includelibplasticfs.so , S0 hat it is loaded when you rprogram is loaded, and intercepts the system
calls which operate on files. The valued Bf PRELOADSs a space separated list of such modules (see
Id.sq8) for more information). Set it l&this:

LD_PRELOAD="$LD_PRELOAD libplasticfs.so"

You may need t@xport the definition, too, but it is more usually used as a prgram prefisiBefor
more information).

Note that programs which are set-uid or set-gid will seefeatefThisis to ensure that PlasticFS cannot
be used to swert operating system securityAll programs gecuted byroot will also see no effect, for the
same reason.

PLASTICFS
By default, PlastickFS does nothing at all. In order wehasticFS change the appearance of your file
system, you must specify a list of filters using A& STICFS environment variable.

The value of this environment variable is very similar to a shell pipe specification:

filterl | filter2| etc
That is, if you specify more than one filtdre uses file actions will be passed through the named filters in
order, before being passed to the "real” file system calls.

Each filter may be gén one or more arguments, each separated by white space, and the meaning of these
arguments is specific to that filter.

For example, to log all file system access to a file, you could use

PLASTICFS="log /tmp/the-log-file | $PLASTICFS"
to set the environmentviable. Remembaerot to thrav away any ather filters currently in effect, which is
why “| $ PLASTICFS” i s alded to the end.

THE FILTERS

Each filter is documented with its owmanpage, in section “I'(lower case ell). Use “apropos plasticfs”
to obtain a list.

EXAMPLE

The Plastic File System is almostwaeused casually from the command line. It is usualiypked from a
shell script for some special purpose. The heart of such a scell script is going to contain lines similar to
this:

LD_PRELOAD="$LD_PRELOAD libplasticfs.so" \

PLASTICFS="log /tmp/the-log-file | $PLASTICFS" \

sh
which will start a shell which will hze a fltered viav of the file system, and so will all programs
subsequentlyxecuted by that shell. It helps if you change the command prompt (the PS1 environment
variable) so that users kmosomething is different.

Obviously you can do much more than just log file system acce¥ees.setting of PLASTICFS will
differ from the example gen here.
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GLIBC
The GNU C Libraryglibc, has some features in version 2.2 and later whiclerdakticFS cease to work
correctly These features ensure thatlibe.so  DSO loads as fast as possible, to the benefit of all
applications. Thiss accomplished by using a hiddenTPLThis is the default configuration of the GNU C
Library. For PlasticFS to work correctlyou need a version éibc.so  without the hidden PL

To huild a version ofibc.so  without the hidden PL, you need to hae the sources for thexact version
of the GNU C Library on your system.

Most people use one of the Linux distributions, such a RedHat Linux. (If you built your own Linux, you
probably stopped reading alregdyetyour install disks and install the sources forghibc package, the
one withexactly the same version as is currently installed on your system.

2.3 Series
There is an undocumented glitdconfigure --disable-hidden-plt option which causes glibc
notto use a hidden HL

It is necessary to rebuild glibc usiegactly the options used by the distribution makbr the case of
options used by RPM, and all the distributions which use it, it is only necessary to repeldhide. The
only change is to add thieonfigure --disable-hidden-plt option.

At the end of the build there is a file calldzt.so  in the top-l&el of the build directory Install this
next to the redibc.so  aslibc.nohidden.so to be used at the end of all LD_PRELOAD settings.
Make aure it has the same owners and modes as thébeab  file.

When you upgrade you system, you wiléd remember do do this allver again.

2.2 Series
This is the same as the 2.3 case, except that there isvemieon glibc./configure --disable-
hidden-plt option.

It is necessary to patch include/libc-symbols.h as follows
--- libc-symbols.h.orig 2003-07-07 21:31:22.000000000 +1000
+++ libc-symbols.h 2003-07-07 21:31:43.000000000 +1000
@@ -470,8 +470,7 @@
versioned_symbol (libc, _ real_foo, foo, GLIBC_2_1);
libc_hidden_ver (__real foo, foo) */

-#if defined SHARED && defined DO_VERSIONING \
- & & !defined HAVE_BROKEN_ALIAS_ATTRIBUTE
+#if O
# 1 fndef _ ASSEMBLER__
# i fdef HAVE_BROKEN_VISIBILITY_ATTRIBUTE
# define __hidden_proto_hiddenattr
This is the net result of the NO_HIDDEN define present in glibc 2.3, andtadtiby the/configure
--disable-hidden-plt option. ltisn't available in 2.2, so we he o fake it.

It is then necessary to rebuild glibc usagctly the options used by the distribution makkr the case of
options used by RPM, and all the distributions which use it, it is only necessary to read thpegliite.

At the end of the build there is a file calldzt.so  in the top-l&el of the build directory Install this
next to the redibc.so  aslibc.nohidden.so to be used at the end of all LD_PRELOAD settings.

Using libc.nohidden.so
The LD_PRELOAD environment variable is actually a space-separated list of file namdss($&gfor
more information), searched in the orderegi To use PlasticFS you need to see the LD_PRELOAD
environment variable as follows:
LD_PRELOAD="libplasticfs.so libc.nohidden.so"
Note that of you are going to presemny exsting preloaded modules, you need to ensure that
libc.nohidden.so remains at thed and you ngv module is at the beginning, something like
LD_PRELOAD="libplasticfs.so $LD_PRELOAD libc.nohidden.so"
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should do what you need.

Debian
To rebuild glibc for a Debian based system, falline usual instructions about building packages.
apt-get install fakeroot dpkg-dev
apt-get build-deps glibc
apt-get source glibc

cd glibc-2.3.6
At this point you should seegdibc-2.3.6 directory (or whateer the appropriate version number is).
You need to edit thelebin/rules.d/build.mk file

--- rules.d/build.mk 2006-07-22 11:42:22.000000000 +1000
+++ rules.d/build.mk 2006-07-22 11:07:49.000000000 +1000
@@ -62,6 +62,7 @@

--build=$$configure_build --prefix=/usr --without-cvs

touch $@
and then build as normal...
dpkg-buildpackage -rfakeroot -b
Once it is built, extract thidoc.so  file, and install it asibc.nohidden.so
cp build-tree/i386-i686/libc.so /lib/libc.nohidden.so
you should be all set.

Replacing libc.so
This isdangerous This will make your systenslower. Still want to? Male sure you hae a escue disk
handly in case your system no longer works after the reboot and yetlpat the original libc.so back.
You did keep a cop didn’t you?
SEE ALSO
Id.sq8) Loadsthe shared libraries needed by a program, prepares the program to run, and then runs it.

sh(1) A command language interpreter tha¢eites commands read from the standard input or from a
file.

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
* WWW:  http://www.canb.auug.org.au/"millerp/
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NAME
plasticfs_chroot — change the root of the file system
SYNOPSIS
PLASTICFS="chroot/  directory'
DESCRIPTION
The PlasticF®hroot filter is used to change the aparrent root of the file system.
EXAMPLE

To oonstruct what appears to be a user-writable simulation of the entire file systezrg migéble
directory and then use teewpath filter to place it "in front of" the whole file system, and then use
chroot to male this viev path appear to actually be the whole file system. This may bevedfze
follows:

mkdir tmp/  example

cd /tmp/ example

PLASTICFS="chroot /tmp/ example | \

viewpath /tmp/ example /" \

LD_PRELOAD=libplasticfs.so \

bash
You should nav be ale tocdto an open sourec package you wish to install, and issue the

ke install
command. Alleffect will actually be realized in the directory tree belomp/ example and it's not

necessary to b@ot during the install.
SECURITY
PlasticFS does nothing at all of theseuting user is root, or if the program is set-uid or set-gid. This is for
security reasons.
Imagine, in our abee example, theetc/passwdile was edited to geroot no password (remembéhe

whole file system is mowritable) and then theu8) program is used. If PlasticFS permitsag8) to run
with the simulated file system, it would completely compromse the security of the whole system.

This would be bad. PlasticFS presents the real file sytem in situations whighwanould iwvolve
system security.
COPYRIGHT

plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout

even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
\* WWW:  http://www.canb.auug.org.au/"millerp/
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NAME

plasticfs_dos — DOS-lifile system
SYNOPSIS

PLASTICFS="dos/ directory'
DESCRIPTION

Thedosfile system filter is used to malhe files undedirectoryappear to be a DOS file system with 8.3
filenames (eight characters before the first dot, three characters after the dot). Only alphanumerics, minus
(-) and dot (.) are allowed in filenames.

When files are searched fapern(2), Istat(2), et they will be searched for ignoring the case of the
characters in their names.

When files are created, the case of the characters presented will be preserved into the deeper file system,
although thg will appear in upper-case when listed via the filter.

The filenames will be caerted to DOS-like nrames when reading directory contents (sf&), readdir(3),
eto).

Text vsBinary
This file systendoes noalter file contents. File contents are treated just gsatecfor all Unix files.

It is a possible future extension to The Plastic File System to impletosunixandunix2dodfilters.

Which you would want combined with the D@ naméfilter depends on what you are trying to simulate.
However, this is complicated by a lack of O_BINARso there is no hint toper(2) as to whether the file is
expected to be text or binary.

EXAMPLE
You wish to male a -Rom for use on a DOS-kkgperating system, and you dowant to see all of the
warningsmkisofgl) is going to sp& out. Thefollowing command
LD_PRELOAD="libplasticfs.so" \
PLASTICFS="dos /tmp/ example' \
mkisofs -0 7/ exampleiso tmp/ example
will make mkisof¢l) think the file names are already in the correct DOS#tikm. Notethat the
mkisof¢1) file name mangling is done in a very different way to that doneasyicf3).

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
\* WWW:  http://www.canb.auug.org.au/ millerp/
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NAME

plasticfs_downcase — lower-case file system
SYNOPSIS

PLASTICFS="downcase / directory'
DESCRIPTION

Thedowncasdile system filter is used to malhe files undedirectoryappear to be lower-case.

When files are searched fapern(2), Istat(2), et they will be searched for ignoring the case of the
characters in their names.

When file are created, the case of the characters presented will be preserved into the deeper file system,
although thg will appear in lower-case when listed via the filter.

The case of filenames will be a@nted to lower-case when reading directory contentsl$(13,
readdir(3), eto).

EXAMPLE
If you have a EZ floppy mounted afmnt/floppy and all of the file names are ina@niently in upper-
case. © make the filenames appear to be lower-case, use the
PLASTICFS="downcase /mnt/floppy" \
LD_PRELOAD="libplasticfs.so" \
bash
command to hze a $ell within which the file names on the flgpgppear to be entirely in lowarase. Exit
the shell when you are done.

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
\* WWW:  http://www.canb.auug.org.au/"millerp/
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NAME

plasticfs_log - log file system accesses
SYNOPSIS

PLASTICFS="log filenamé&
DESCRIPTION

The PlasticF3og filter is used to transparently log file system accesses to the named file. The file is
created if it does notxest. Eachfile system access will append a line of text to the log file.

You may specify more than one log filter in your PLASTICFS environmarialle. Thids useful to see
the "before" and "after" effects of other PlasticFS filters.

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
M\* WWW:  http://www.canb.auug.org.au/"millerp/
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NAME

plasticfs_nocase — case-insengtfile system
SYNOPSIS

PLASTICFS="nocase/ directory'
DESCRIPTION

Thenocasdile system filter is used to makhe files undedirectoryappear to be case-insensgi

When files are searched fapern(2), Istat(2), etc) they will be searched for ignoring the case of the
characters in their names.

When file are created, the case of the characters presenbted will be preserved.
The case of filenames will be unaltered when reading directory content 1yiseaddir(3), etc).

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae receved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
* WWW:  http://www.canb.auug.org.au/"millerp/
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NAME

plasticfs_shorthame — shorten file names
SYNOPSIS

PLASTICFS="shortname /  directory[ length] "
DESCRIPTION

Theshortnamdile system filter is used to malhe files undedirectoryappear to hae a Imit of length
characters. Thkength limit defaults to 14, to simulate Version 7 Unix.

When files are created, the full filename presented will be preserved into the deeper file system.
The filenames will be shortened when reading directory contentis(@jareaddir(3), etg).

EXAMPLE

If you want to simulate a Version 7 Unix file system, use a command like
mkdir tmp/  example
cd /tmp/ example
LD_PRELOAD=libplasticfs.so \
PLASTICFS="shortname /tmp/ examplé \
bash

To smulate PRIMOS 30 character case-inseresiilenames, use a command like
mkdir tmp/  example
cd /tmp/ example
LD_PRELOAD=libplasticfs.so \
PLASTICFS="shortname /tmp/ example | u pcase /tmp/ examplé \
bash

Note that this doesot simulate the PR1MOS '>’ separators, you willea use Unix '/’ separators.

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae receved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
N\* WWW:  http://www.canb.auug.org.au/"millerp/
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NAME
plasticfs_smartlink — smart symbolic link filter
SYNOPSIS
PLASTICFS="smartlink path'
DESCRIPTION
The smartlinkfile system filter expands environment variables in symbolic links when files are being
accessed.
This is a cute idea from DG/UX. It is done automatically by The DG/UX libc. IIRE ¢h# it "e-links".
EXAMPLE

Say you wanted to supportveeal architectures from the same binary directory
/some/package/bin/
linux/
progs
solaris/
progs
bsd/
progs
If you add a symbolic link
cd bin
In -s '$ARCH’ /some/package/bin/arch
(note thesinglequotes) then all that is necessary is to put
PATH=${PATH}:/some/package/bin/arch
and set the ARCH environment variable appropriately for each system. (And use PlasticFS, of course.)

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
\* WWW:  http://www.canb.auug.org.au/ millerp/
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NAME

plasticfs_titlecase — capitalized file system
SYNOPSIS

PLASTICFS="titlecase / directory'
DESCRIPTION

Thetitlecasefile system filter is used to malkhe files undedirectoryappear to hae each word within
them capitalized (first letter upper-case and subsequent letters lower-case).

When files are searched fapern(2), Istat(2), etc) they will be searched for ignoring the case of the
characters in their names.

When file are created, the case of the characters presented will be preserved into the deeper file system,
although thg will appear in capitalized when listed via the filter.

The case of filenames will be capitailized when reading directory contents({yjaeaddir(3), eto).

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae receved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
N\* WWW:  http://www.canb.auug.org.au/ millerp/
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NAME

plasticfs_upcase — upper-case file system
SYNOPSIS

PLASTICFS="upcase/ directory'
DESCRIPTION

Theupcasdile system filter is used to malkhe files undedirectoryappear to be upper-case.

When files are searched fapern(2), Istat(2), etc) they will be searched for ignoring the case of the
characters in their names.

When file are created, the case of the characters presented will be preserved into the deeper file system,
although thg will appear in upper-case when listed via the filter.

The case of filenames will be a@nted to upper-case when reading directory contentds(dia
readdir(3), eto).

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
N\* WWW:  http://www.canb.auug.org.au/ millerp/
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NAME
plasticfs_viewpath - viewpath union file system
SYNOPSIS
PLASTICFS="viewpath dirl dir2"
DESCRIPTION
The PlasticFSiewpathfilter is used to present the union of a set of directory trees as a single directory
tree.

If files are to be modified, the first directory tree specified must be writable; all subsequent directories may
be read-only.

Accesses to files in the first directodjr() are searched for in all of the directories specified. Files are
created in the first directory onlgnd files being modified are copied into the first directory (if necessary)
before the file is opened for writing.

Directory listings are assembled from the directory contents of the corresponding directory in each of the
directory trees. Duplicates are suppressed.

If a file is rem@ed from the viev, and it appears later in the vigoath than the first directorylifl), it is
added to avhiteoutfile, and the file effectely disappears. The true file is not affected,; this is becallise
modificationsonly occur in the first directoryd{rl) and later directories are treated as read-only.

Removed Files
When a file is unlinked, its name is added to.tigteout  file (at the top leel, deeperwhiteout
files are ignored). I8 a smple text file containing one filename per line. Each directory has one (if
needed). Somjgggery-pokery is required to supress the names of unlinked files returned by
getdirentrieq3), but since we needed jiggery-pokery to suppress duplicates anywagtually very little
extra code. When a file is created, its name is k&thérom the.whiteout  file.

I’'m told this is the way the BSD union filesystem works, too.

Removing thewhiteout  file is usually a bad idea, because reeddiles from further along the
viewpath will mysteriously reappear.

COPYRIGHT
plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) aly later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae receved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
\* WWW:  http://www.canb.auug.org.au/"millerp/
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NAME
How to add a nev file system filter

DESCRIPTION
This section describesWwdo add a n& file system filter It's mostly a set of reminders for the maintainer.
If you want a file system filter added to the distribution, use this method and e-mail the maintainer a patch
(generated with difu -r, usually) and it can be added to the sources if appropriate.

New Files
The following files need to be create for avrfde system filter.

lib/plasticfs/filterhameh
This is the class declaratiolYou need to eerride the appropriate methods from the
plasticfs_filter class; care should be taken to ensure the signatures match exactly.
Override as f& methods as possible.

lib/plasticfs/filterhamecc
This is the class definition for the aledfile.

man/manl/plasticfsnamel
This file describes the nefile system filter Take a bok at the other files in the same directory
for examples.

Modified Files
The following files need to be updated to mention thve file system filter.

etc/README.man
Mention the ne file system filter in the section of this file which describes the supported file
system filters.

etc/plasticfs.html
Mention the ne file system filter in the section of this file which describes the supported file
system filters.

include/plasticfs/parse.cc
Add the nev file system filter to the table of filter names and their factory methods.

Makefile
Actually, the system the maintainer automatically generates this file, but if yot @sieng Aegis
you will need to edit this file for your own use.

Use of C++
You probably noticed that PlasticFS is written in C++. There are some things yeuplaoid using.

* You cant use global constructors and destructors. This requires significant machineryetthemak
work correctly for loadable modules (nhot impossible, | jusehd found an real need to introduce the
machinery). Thigneans all of your static and global variables need to be of simple types (integers or
pointers).

* You cant use iostreams. Tlyecall out to functions that PlasticFS intercepts, with the result that classes
which use iostreams get themseinto infinite recusions. Just say no.

* You cant usestdio , ether, and for the same reasons. General input and output are provided by the
input andoutput class heirarchies.

* You cant use templates\We don't havethe usual liker stage which resolves their non-inline methods
into code.

* You cant use afy of the Standard Template Library (STL). It uses templates (obviously), ariailiire
cases use iostreams (not so obviously).

* You cant use &ceptions. Allof the functions we intercept are C functions, ang shall not throw
anything
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IDEAS
The range of possible file systems is enormous. Here are justideias. ..

trash Atrash-can file system filter could r@(copy) deleted files to $(HOME)/.trash so thattban
be retrieed if yoiu change your mind.

cache  Acaching file system filter could transparentlyéifes from a remote directory tree to a local
copy. Useful for dealing with ske or unreliable networks.

iconv  Anicorv file system filter could map file names from one character set encoding to another.

loopback
A file system filter which acts kka bopback mount.

hide Afile system filter which hides a directory tree. (May be combined with loopback to appear to
mave a drectory tree.)

dos Afile system that appears tovea83 filenames.

crop Afile system that appears toveahort (e.g. V7 unix 14 character) filenames.

RCS

A file system which presents files as the head revision of RCS files, and accesses other versions
asfilename@ @versigmuch like dearCase does. E.g.

diff main.c@@1.1 main.c@@1.2
You could esen haveautomaticci(1) on close if opened for writing. Possible for CVS and SCCS,

etc as vell.

O(log n) A file system that transparently tustmethingnto s/so/somethirfgr use with huge mailservers
(etc). Numbenf layers configurable.

dos2unix
It is a possible to implemedbs2unixandunix2dodfilters. Thisis complicated by a lack of
O_BINARY, so there is no hint toper(2) as to whether the file is expected to be text or binary.

zlib A file system that transparently gunzips files.
ftp And, of course, the transparent FTP access file systermves fiae from such a list.
COPYRIGHT

plasticfsversion 1.11
Copyright © 2002, 2003, 2004, 2006, 2007 Peter Miller; All rights reserved.

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General
Public License as published by the Free Software Foundation; either version 2 of the License, or (at your
option) ary later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRAN#ithout

even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See
the GNU General Public License for more details.

You should hae recevved a mpy of the GNU General Public License along with this program. If not, see
<http://www.gnu.org/licenses/>.

AUTHOR
Peter Miller E-Mail:  millerp@cantauug.org.au
N\* WWW:  http://www.canb.auug.org.au/"millerp/
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